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ABSTRACT

While having the simple task of gathering the most
basic information, wireless sensor networks can pose very
complex design challenges because of the limited quan-
tity of resources available. The (often too complex) pro-
tocols needed to assure the quality and the amount of
needed data are usually hard to implement in the target
hardware.

The aim of this paper is to present a new architecture
more suited for the wireless sensor networks than what
is already available. The new architecture is designed to
suit the dynamic environments in which these systems
will be deployed.
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1 Introduction

Embedded systems have gained a lot of attention
lately. Due to technological advances, building small-
sized, energy-efficient reliable devices, capable of com-
municating with each other and organizing themselves
in ad-hoc networks has become possible. These devices
have brought a new perspective to the world of comput-
ers as we know it, pushing us into what can be called the
third era of computing: intelligent devices can be em-
bedded into the environment, assisting the user in per-
forming various tasks while being invisible to him. The
need for reconfiguration and maintenance disappears as
the networks organize themselves to adapt to the con-
tinuously changing environment and requirements.

While having the simple task of gathering the most
basic information, wireless sensor networks can pose very
complex design challenges because of the limited quan-
tity of resources available. Although sensor nodes will
be equipped with a power supply (battery) and an em-
bedded processor that makes them autonomous and self-
aware, their functionality and capabilities will be very
limited. Therefore, collaboration between nodes is es-
sential to deliver smart services in a ubiquitous setting.
New algorithms for networking and distributed collabo-
ration need to be developed. These algorithms will be
key for building self-organizing and collaborative sensor
networks that show emergent behavior and can oper-
ate in a challenging environment where nodes move, fail

and energy is a scarce resource. The question that rises
is how to organize the internal software and hardware
components in a manner that will allow them to work
properly and be able to adapt dynamically to new envi-
ronments, requirements and applications. At the same
time the solution should be general enough to be suited
for as many applications as possible.

This paper presents a new architecture to cope with
the dynamic environment in which these systems are de-
ployed. The proposed architecture was the foundation
for a novel operating system and a simulation frame-
work for sensor networks, and was shown to be able to
support basic building blocks for such systems (as me-
dia access control, routing, position finding, timing and
synchronization algorithms). The theoretical results are
confirmed in practice by several working prototypes.

The paper is organized as follows: Section 2 moti-
vates the need for a new architecture. The proposed
architecture is presented in Section 3. The paper fin-
ishes with conclusions and directions for future work.
The work described in this paper was partly supported
by the EYES European Project (IST-2001-34734) [1].

2 Motivation

A large amount of effort has been put into the field
of sensor networks lately. Large numbers of prototypes
have already been developed and deployed, and various
numbers of architectures and operating systems have
been and still are under research (e.g. the TinyOs re-
lated projects [2]).

Before discussing the arguments for developing a new
architecture for wireless sensor networks, let us take
a look at the scenarios where these devices will fit in.
The authors of [3] suggest a classification based on the
complexity of the network involved (they distinguish be-
tween: small scale applications - intelligent warehouse,
medium-large scale applications - environmental moni-
toring and very large scale applications - a city scenario).
On the other hand, the authors of [4] present a classifi-
cation of sensor networks based on their area of appli-
cation. It takes into consideration only the military, en-
vironment[5], health[6], home[7] and other commercial
areas and can be extended with additional categories
such as space exploration, chemical processing, etc.
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2.1 Diversity and dynamics

The sensor networks are dynamic from many points
of view. Continuously changing behaviors can be no-
ticed in several aspects of sensor networks, some of them
being:

• Sensing process - the natural environment is dy-
namic by all means (the basic purpose of sensor
networks is to detect, measure and alert the user of
the changing of its parameters). The sensor mod-
ules themselves can become less accurate, need
calibration or even break down.

• Network topology - one of the features of the sensor
networks is their continuously changing topology.
There are a lot of factors contributing to this, such
as: failures of nodes or the unreliable communica-
tion channel, mobility of the nodes, variations of
the transmission ranges, clusters reconfiguration,
addition/removal of sensor nodes, etc.

• Available services - mobility of nodes, failures or
availability of certain kinds of nodes might trigger
reconfigurations inside the sensor network. The
functionality of nodes may depend on existing ser-
vices at certain moments and when they are no
longer available, the nodes will either reconfigure
themselves or try to provide them themselves.

• Network structure - new kinds of nodes may be
added to the network. Their different and in-
creased capabilities will bring changes to the reg-
ular way in which the network functions. Soft-
ware modules might be improved or completely
new software functionality might be implemented
and deployed in the sensor nodes.

Most wireless sensor network architectures currently
use a fixed layered structure for the protocol stack in
each node. This approach has certain disadvantages for
wireless sensor networks. Some of them are:

• Dynamic environment - sensor nodes address a
dynamic environment where nodes have to recon-
figure themselves to adapt to the changes. Since
resources are very limited, reconfiguration is also
needed in order to establish an efficient system (a
totally new functionality might have to be used
if energy levels drop under certain values). The
network can adapt its functionality to a new situ-
ation, in order to lower the use of the scarce energy
and memory resources, while maintaining the in-
tegrity of its operation.

• Error control - it normally resides in all protocol
layers so that for all layers the worst case scenario
is covered. For a wireless sensor network this re-
dundancy might be too expensive. Adopting a

central view on how error control is performed and
cross-layer design will reduce the resources spent
for error control.

• Power control - it is traditionally done only at
the physical layer, but since energy consumption
in sensor nodes is a major design constraint, it is
found in all layers (physical, data-link, network,
transport and application layer).

• Protocol place in the sensor node architecture - an
issue arises when trying to place certain layers in
the protocol stack. Examples may include: timing
and synchronization, localization and calibration.
These protocols might shift their place in the pro-
tocol stack as soon as their transient phase is over.
The data produced by some of these algorithms
might make a different protocol stack more suited
for the sensor node (eg. a localization algorithm
for static sensor networks might enable a better
routing algorithm that uses information about the
location of the routed data destination).

• Protocol availability - new protocols might become
available after the network deployment or at cer-
tain moments, in specific conditions, some of the
sensor nodes might use a different protocol stack
that better suits their goal and the environment.

These examples already suggest that dynamic recon-
figuration of each protocol as well as dynamic reconfig-
uration of the active protocol stack is needed.

3 Architecture description

The system we are trying to model is an event-driven
system, meaning that it reacts and processes the incom-
ing events and afterwards, in the absence of these stim-
uli, it spends its time in the sleep state (the software
components running inside the sensor node are not al-
lowed to perform blocking waiting).

Let us name a higher level of abstraction for the event
class as data. Data may encapsulate the information
provided by one or more events, have a unique name
and contain additional information such as deadlines,
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Figure 1: Entity description
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Figure 2: Data-centric architecture

identity of producer, etc. Data will be the means used by
the internal mechanisms of the architecture to exchange
information components.

In the following we will address any protocol or algo-
rithm that can run inside a sensor node with the term
entity (see Figure 2). An entity is a software compo-
nent that will be triggered by the availability of one or
more data types. While running, each entity is allowed
to read available data types (but not wait for additional
data types becoming available). As a result of the pro-
cessing, each software component can produce one or
more types of data (usually on their exit).

An entity is also characterized by some functionality,
meaning the sort of operation it can produce on the in-
put data. Based on their functionality, the entities can
be classified as being part of a certain protocol layer as
in the previous description. For one given functional-
ity, several entities might exist inside a sensor node; to
discern among them, one should take into consideration
their capabilities. By capability we understand high-
level description containing the cost for a specific entity
to perform its functionality (as energy, resources, time,
etc.) and some characteristics indicating the estimated
performance and quality of the algorithm.

In order for a set of components to work together,
the way in which they have to be interconnected should
be specified. The architectures existent up to this mo-
ment in the wireless sensor network field, assume a fixed
way in which these components can be connected, which
is defined at compile time (except for the architectures
that for example allow execution of agents). To change
the protocol stack in such an architecture, the user should
download the whole compiled code into the sensor node
(via the wireless interface) and then make use of some
boot code to replace the old running code in it. In the
proposed architecture we are allowing this interconnec-
tion to be changed at run time, thus making on-line
update of the code possible, the selection of a more
suited entity to perform some functionality based on the
changes in the environment, etc. (in one word allowing

the architecture to become dynamically reconfigurable).

To make this mechanism work, a new entity needs
to be implemented; let us call this the data manager.
The data manager will monitor the different kinds of
data being available and will coordinate the data flow
inside the sensor node. At the same time it will select
the most fitted entities to perform the work and it will
even be allowed to change the whole functionality of the
sensor node based on the available entities and external
environment (see Figure 3).
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Figure 3: Architecture transitions

The implementation of these concepts can not make
abstraction of the small amount of resources each sen-
sor node has (as energy, memory, computation power,
etc.). Going down from the abstraction level to the point
where the device is actually working, a compulsory step
is implementing the envisioned architecture in a particu-
lar operating system (in this case maybe a better term is
system software). A large range of operating systems ex-
ist for embedded systems in general [8][9]. Scaled down
versions with simple schedulers and limited functional-
ity have been developed especially for wireless sensor
networks [10].

Usually, the issues of system architecture and oper-
ating system are treated separately, both of them trying
to be as general as possible and to cover all the possible
application cases. A simplistic view of a running oper-
ating system is a scheduler that manages the available
resources and coordinates the execution of a set of tasks.
This operation is centralized from the point of view of
the scheduler that is allowed to take all the decisions.
Our architecture can also be regarded as a centralized
system, with the data manager coordinating the data
flow of the other entities. To obtain the smallest over-
head possible there should be a correlation between the
function of the central nucleus from our architecture and
the function of the scheduler from the operating system.
This is why we propose a close relationship between the
two concepts by extending the functionality of the sched-
uler with the functionality of the data manager. The
main challenges that arise are keeping the size of the
code low and the context-switching time.
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3.1 Requirements

As we mentioned earlier, the general concept of data

is used rather than the event one. For the decision based
on data to work, there are some additional requirements
to be met.

First of all, all the modules need to declare the name
of the data that will trigger their action, the name of
the data they will need to read during their action (this
can generically incorporate all the shared resources in
the system) and the name of the data they will pro-
duce. The scheduler needs all this information to take
the decisions.

From the point of view of the operating system, a
new component that takes care of all the data exchange
needs to be implemented. This would in fact be an
extended message passing mechanism, with the added
feature of notifying the scheduler when new data types
become available. The mapping of this module in the
architecture is the constraint imposed to the protocols to
send/receive data via, for example, a publish/subscribe
mechanism to the central scheduler.

An efficient naming system for the entities and the
data is needed. Downloading new entities to a sensor
node involves issues similar to services discovery. Sev-
eral entities with the same functionality but with differ-
ent requirements and capabilities might co-exist. The
data centric scheduler has to make the decision which
one is the best.

3.2 Extension of the architecture

The architecture presented earlier might be extended
to groups of sensor nodes. Several Data Centric Sched-
ulers together with a small, fixed number of protocols
can communicate with each other and form a virtual
backbone of the network. Entities running inside sensor
nodes can be activated using data types that become
available at other sensor nodes (for example, imagine
one node using his neighbor routing entity because it
needs the memory to process some other data). Of
course, this approach raises new challenges. A naming
system for the functionalities and data types, reliabil-
ity issues of the system (for factors such as mobility,
communication failures, node failures, security attacks)
are just a few examples. Related work on these topics
already exists (for example: [11][12]).

4 Conclusions

In this paper we have outlined the characteristics
of wireless sensor networks from an architectural point
of view. As sensor networks are designed for specific
applications, there is no precise architecture to fit them
all but rather a common set of characteristics that can
be taken as a starting point.

The combination of the data centric features of sen-
sor networks and the need to have a dynamic recon-
figurable structure has led to a new architecture that
provides enhanced capabilities than the existing ones.
The new architecture characteristics and implementa-
tion issues have been discussed, laying the foundations
for future work. The presented architecture has already
been used in practice, the DCOS operating system [13]
being designed on top of it.

This area of research is currently in its infancy and
major steps are required in the fields of communication
protocols, data processing and application support to
make the vision of Mark Weiser a reality.
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